Attachment B

The State of Montana’s Usernames and Password Policy

Usernames and Passwords

Established for: State of Montana Information Technology Enterprise

SCOPE

This policy must be followed for all systems requiring a password. Application software generally does not
have the ability to force a user to change their password on a regular interval. It is every user’s responsibility to
follow the requirements of this policy for any password.

PURPOSE

This policy outlines the procedures for the use of usernames and passwords to control unauthorized use of the
network, to prevent the intentional or unintentional modification, destruction, disclosure, or misuse of data and
information resources.

All agencies are responsible for authorizing access to their information resources by designating certain persons

as users and authorizing such persons to access these resources in the manner necessary for performing their
duties.

USERNAMES

e A user must be identified to the network with a unique ACF2 username assigned by the
Department of Administration. Exceptions must be approved by the agency security officer and
documented. Each username must have a password associated with it.

e A username is to be suspended when the individual user no longer needs access to a computer
system or terminates employment with the agency. The security officer for the computer system
involved must be notified by agency management to suspend the username.

o Usernames will be suspended if unused for over 90 days.

e Usernames may not be shared.

PASSWORDS

o Passwords will be at least six characters long and contain at least one numeric and one alphabetic
character.

« Initial passwords assigned to new usernames must be changed the first time they are used.

o Passwords will be changed at least every 60 days.

e Passwords will not be reused for at least four cycles.

o Passwords will not be written down where they can be found by unauthorized personnel and
should not be shared with other individuals.



e When the product allows, users with administrative, root, supervisor, super user, etc. access must
have passwords that are more complex. They should have a minimum of 8 characters using a
combination of uppercase and lowercase letters, and numbers. Characters must not be
consecutive within the password, like AAAAAAAL, they should be something more like
Qn01Ppa3.

ACCESS RIGHTS

o If a user changes work positions in an agency, their access rights must be reviewed and changed
to match the new job position.

e Agencies may restrict or extend computing privileges and access to their information resources
(except in cases of specific federal or state statute.)

o Access to network resources (programs, data, printers, etc.) is determined by the rights or
privilege assigned to each username.

o Agencies may allow individuals, other than state employees and contractors, access to
information for which the agencies are responsible, so long as such access does not violate any
license or contractual agreement; state policy or any federal, state, county or local law or
ordinance.



